The given article serves as a good introduction to how security must be managed within the context of healthcare devices. As the authors discuss, due to the device's use case, the attack surface is predominantly within the area of networking and communication. The majority of threats exist in this area because it leads to the most dangerous consequences- for example, relaying fraudulent information (or insufficient information) from a device can cause a health practitioner to make an error in judgement, and in the case of sending fraudulent information to a medical device responsible for managing a patient's vitals through medication, the patient could be harmed. Additional concerns exist due to the fact that data can also be misused to track and identify individuals. In the article, the area of networking and communication was compromised through a brute-force attack and a denial-of-service (DoS) attack. 

Wearable communications can be made more secure through various means. The mannequin in the article fell victim to compromise due to its usage of an easily computable password, although additional consideration must be given to related aspects such as data transmission. Encrypting transmitted data is an effective approach for preventing data interception, however, encryption is currently a balancing act between power consumption, latency, and security. Coelho et al. (2019) discussed the use of encryption algorithms which are more energy efficient and have a lower computation time than more conventional encryption algorithms (viz. AES), however, these algorithms have potential vulnerabilities. The authors conclude that more research is required in this area, and more recently, Hedayatipour & McFarlane (2021) proposed a hardware-based, low-power encryption scheme which is appropriately protected from additional situational attacks.

Authentication is an additional area of concern, which must be managed appropriately to prevent impersonation or the compromise of devices and accounts. Mo et al. (2020) presented an improved version of an existing authentication system which preserves account safety even in the case of device theft, a man-in-the-middle attack, or attempts at device/user impersonation. 

Finally, mechanisms to protect from DoS attacks must also be considered. Lomotey et al. (2017) proposed an architecture for medical IoT data, which made it possible to detect and prevent attempts at carrying out a denial-of-service attack on an IoT platform (but not the devices themselves). Sicari et al. (2018) proposed an architecture which makes it possible to detect denial-of-service attacks against IoT middleware, although the amount of time for recovery from a DoS attack remained an area to consider for future research.

In a real-world scenario, it can therefore be argued that protecting against the vulnerabilities exploited on the mannequin (and medical devices at large) relies on the usage of a strong device password, a robust encryption scheme, and some mechanism to detect and/or prevent against DoS attacks. A strong device password is easy to create, however, encryption would be harder to implement for a medical device due to energy requirements. Energy-efficient proposals for encryption have yet to prove their reliability, and thus the usage of a more proven algorithm (such as AES) would be preferred, even though it comes at the cost of higher energy requirements. Lastly, DoS attacks are an infrastructural issue, which can be handled more effectively by introducing some form of middleware to guarantee device uptime- the greatest risk of a DoS attack on a medical device would be that the device is too overloaded to collect data, causing a medical record to be incomplete. Facilitating communication through middleware would prevent this threat because it adds an additional layer to device communication, ensuring that devices cannot be compromised directly and therefore can continue to collect data, even if said data cannot be processed by the middleware. If this transpired, it would also be possible for the device to simply keep that data until the middleware recovers.
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