My chosen case study involved government organisations and security groups using a computer worm to destroy a web host which hosted malicious websites. I found that the behaviour was generally ethical according to the ACM and BCS codes of conduct, however, principles in both codes were violated because the worm developers did not adequately protect innocent parties. From a legislative point of view, these actions are currently illegal in the UK, although there are ongoing discussions to amend this law. 

Peer contributions improved this evaluation. Justus (2022) mentioned that warning innocent parties of the attack affects not just ACM principle 1.2, but also principle 1.3. He further questioned whether web hosting services should prevent the upload of malicious software or not. Most web services forbid malicious use as part of their terms of service, however, in the case of Rogue software, they only provided strong uptime guarantees, and perhaps this is the root cause- a weak terms of service.  

Smirnov (2022) provided some critiques of ethical codes: organisations might discuss ethical codes to appear virtuous, but not actually apply them. Additionally, he discussed a study which found that professionals did not observably think differently when applying ethical codes. I extended his findings in a reply by citing research which argues that the problem with ethical codes is that they give no clear, procedural guidance on how to apply the codes, which can cause the application of principles to become arbitrary (Gogoll, 2021). 

In conclusion, I argue that codes of ethics need improvements so they can be applied more easily. Apart from the aforementioned critiques, the fact that the ACM created this case study, and that their own interpretation was different to my own, implies that there is no clear, easy path to achieving consensus even with a framework; Paladini (2022) discussed the influence which nuance can have in ethical scenarios. I would say that if consensus can't be clearly and easily achieved, that defeats the purpose of having a code.
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