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A key challenge in guaranteeing information security continuity, is enforcing 
conformity among interested parties. Conformity within this context relies largely on 
non-concrete, human-centric factors, such as trust in risk management processes 
and information security governance. In the case of trust, it is possible for that trust 
to become an attack vector, regardless of how many security practices are enforced. 
As an example of this phenomenon, a company may implement strong email 
filtering, causing a user to trust the system to the extent that they would comply with 
any malicious email that bypasses the filter, thinking that it is safe to follow (Pienta et 
al., 2020). The authors of the previous paper note that this "mindless compliance" 
poses a serious threat to information security, and suggest that conscious distrust 
should form part of any employee's standard practice, which could form a control 
objective, practically speaking. The findings of Donalds and Osei-Bryson (2020) 
corroborate this suggestion, as they found that general security awareness 
contributes to sustained compliance to internal security practices.  
 
In addition, emerging practices can be leveraged to improve conformity. One such 
example is the use of predictive modeling. Addae et al. (2019) proved the viability of 
this approach by leveraging existing cybersecurity literature using a Bayesian 
Network to determine a user's security needs, and predict their behavior, based on a 
range of complex input variables (such as working times and working locations). 
Tubío et al. (2020) applied a similar approach to risk analysis, and used machine 
learning techniques to predict which digital business assets would carry the most risk 
(including risks caused by humans). This approach was further augmented by the 
novel use of future threat probabilities as opposed to historical data, which makes 
the resulting data more relevant to the systems in their current state. Although these 
technologies are in their infancy, companies may find it useful to begin collecting 
data regarding how individuals interact with their security controls, making it possible 
to use these predictive modeling techniques to improve compliance once they are 
refined, or use already established technologies to do the same. 
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